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Sample Artificial Intelligence (AI) Use Policy and Risk Assessment Worksheet
For Critical Access Hospitals, Small Community Hospitals, and Rural Clinics
Published by Health Tech Authority (healthtechauthority.com) as a free starting point. Adapt it to your organization, your state, and your tools.

How to Use This Template
Delete this section and all italic instructions before adopting the policy.
This template is written for a small organization where one person may hold several governance roles. It is intentionally shorter than enterprise AI policies. It covers the minimum a small hospital needs to govern AI responsibly, and it is built so you can add detail as your use of AI grows. If your organization wants a more comprehensive, modular framework, the Kansas Health Institute's free AI Use Policy Template for Hospitals and Companion Guide (khi.org) is an excellent next step.
Items in [brackets] are placeholders. Replace them with your organization's details. Items marked "Choose one" or "Select all that apply" require a decision.
The body of the policy is designed to stay stable. The appendices (tool register, contacts, state law references, disclosure scripts) are designed to be updated by the Policy Owner without sending the whole policy back through board approval. Confirm that approach is consistent with your organization's policy management procedures.
Have this policy reviewed by your compliance officer, privacy officer, medical staff leadership, and legal counsel before adoption. This template is for informational purposes only and does not constitute legal or compliance advice.



	Field
	Entry

	Organization
	[Legal name of hospital or clinic]

	Policy number
	[e.g., IT-AI-001]

	Version
	[1.0]

	Policy Owner
	[Title, e.g., Compliance Officer]

	Approved by
	[Title, e.g., CEO]

	Board ratification date
	[Date, if required]

	Effective date
	[Date]

	Next scheduled review
	[Date, no more than 12 months from effective date]



1. Purpose
This policy establishes the rules for selecting, approving, using, and monitoring artificial intelligence (AI) tools at [Organization]. Its goals are to protect patient safety and privacy, keep clinical and professional judgment with qualified people, comply with applicable federal and state law, and allow the organization and its workforce to benefit from AI in a controlled and accountable way.
2. Scope
2.1 This policy applies to all AI tools used for [Organization] business, whether purchased as standalone products, provided as features inside existing systems, or accessed through the internet. This includes, but is not limited to:
· AI features embedded in the electronic health record (EHR), including ambient documentation, note drafting, order drafting, chart summarization, coding suggestions, and predictive alerts.
· AI features in productivity platforms such as Microsoft 365 or Google Workspace.
· Generative AI chatbots, writing assistants, and image generators.
· AI meeting note takers and transcription tools.
· AI used by vendors to perform services for [Organization], such as revenue cycle, coding, claims, scheduling, patient communication, or translation services.
· AI used in medical devices or diagnostic equipment, to the extent [Organization] configures or manages it.
2.2 This policy applies to all workforce members, including employees, medical staff, advanced practice providers, contractors, travel and agency staff, students, volunteers, and anyone else performing work for or on behalf of [Organization] (together, "Covered Persons").
2.3 This policy applies regardless of the device used, including personally owned devices, when the work is performed for [Organization].
3. Definitions
Artificial intelligence (AI): Software that performs tasks that would ordinarily require human judgment, such as generating text or images, summarizing information, making predictions, classifying data, or recommending actions.
Generative AI: AI that creates new content, such as text, summaries, images, audio, or code, in response to a prompt or input. Generative AI output can be fluent and convincing while being incorrect.
Embedded AI: An AI capability delivered as a feature of a system [Organization] already uses, such as an EHR, productivity suite, or revenue cycle platform.
AI agent: An AI capability that takes or prepares actions, such as drafting orders, sending messages, scheduling appointments, or submitting information, rather than only producing text for a person to read.
Use case: A specific AI capability used for a specific purpose in a specific setting, for example "EHR ambient note drafting in the outpatient clinic." Approval under this policy is granted per use case, not per product.
AI Use Register: The list of approved AI use cases maintained in Appendix A. A use case not listed on the Register is not approved.
Protected health information (PHI): Individually identifiable health information as defined at 45 CFR 160.103.
Business associate agreement (BAA): The written contract required by 45 CFR 164.308(b) and 164.504(e) before a vendor may create, receive, maintain, or transmit PHI on behalf of [Organization].
Personal AI account: Any AI account not procured and managed by [Organization], including free accounts and personal paid subscriptions. A personal paid subscription is still a personal account.
4. Roles and Responsibilities
In a small organization, one person may hold more than one role. That is acceptable if each role is assigned in writing and has a named backup. Record names and contact information in Appendix B.
	Role
	Responsibility
	Assigned to (title)

	Policy Owner
	Maintains this policy and its appendices; coordinates reviews; reports to leadership
	[e.g., Compliance Officer]

	Executive Sponsor
	Final approval authority; resolves disputes; reports to the board
	[e.g., CEO]

	Clinical Lead
	Approves and oversees clinical AI use cases; coordinates with medical staff
	[e.g., CMO or Chief of Staff]

	Nursing Lead
	Oversees AI use in nursing workflows
	[e.g., DON or CNO]

	Technical and Security Lead
	Security review, identity and access, logging, device management, technical enforcement
	[e.g., IT Manager]

	Privacy Officer
	BAA review, PHI use determinations, breach risk assessment
	[e.g., Privacy Officer]

	Revenue Cycle Lead
	Oversees AI in coding, billing, and claims
	[e.g., Business Office Manager]

	Training Lead
	Tracks training completion and acknowledgments
	[e.g., HR or Education]


AI governance decisions will be made by [Choose one: a standing AI review group made up of the roles above / the existing Compliance Committee / the existing Medical Executive Committee for clinical use cases and the Compliance Committee for all others], which will meet at least [quarterly] and whenever a new use case is requested.
5. Core Rules
5.1 Approval before use. No AI use case may be used for [Organization] business until it is approved under Section 8 and listed on the AI Use Register. This includes free tools and trial accounts.
5.2 The PHI rule. PHI may be entered into, captured by, or processed by an AI tool only if all of the following are true:
· The use case is listed on the AI Use Register as approved for PHI.
· An executed BAA covering the AI capability is in place.
· The Covered Person is using an organization-managed account, not a personal AI account.
5.3 Other confidential information. The following may not be entered into any AI tool unless the Register specifically approves it for that data type: personnel and HR records, peer review and quality improvement materials protected under state law, legal matters and attorney communications, unreleased financial information, and credentials, passwords, security configurations, or network details.
5.4 Minimum necessary. When using an approved tool with PHI, Covered Persons will include only the minimum information needed for the task, consistent with the minimum necessary standard at 45 CFR 164.502(b) where it applies.
5.5 Human responsibility. AI output is a draft. The Covered Person who signs, sends, files, or acts on AI output is responsible for it as if they had written it themselves.
5.6 No autonomous clinical action. AI may not diagnose, order, prescribe, triage, or make treatment decisions without review and approval by a licensed clinician acting within their scope of practice. AI-drafted orders are not active until signed by an authorized clinician.
5.7 Personal accounts. Personal AI accounts may not be used for [Organization] business that involves PHI or information covered by Section 5.3. [Choose one: Personal AI accounts may be used for low-risk tasks that involve only public or non-sensitive information. / Personal AI accounts may not be used for any [Organization] business.]
6. Risk Tiers
Every approved use case is assigned a risk tier. The tier determines the minimum controls required before approval. A use case must be reclassified to a higher tier if its data, scope, level of automation, or effect on patients increases.
	Tier
	Description
	Examples
	Minimum controls

	Tier 1 (High)
	Touches PHI, clinical documentation, clinical decisions, patient safety, billing submitted to payers, or legally protected rights
	Ambient note drafting, AI-drafted orders, predictive clinical alerts, diagnostic imaging AI, AI coding suggestions, prior authorization drafting
	Executed BAA; completed risk assessment (Appendix D); clinical or revenue cycle lead sign-off as applicable; organization-managed identity with multifactor authentication; access to activity logs; defined human review step; patient disclosure where required; training before access; review at least annually

	Tier 2 (Moderate)
	Supports operations and may shape decisions, but does not directly affect patient care and does not process PHI
	Drafting policies, job descriptions, or training materials; summarizing de-identified or aggregate reports; staffing or supply forecasting without patient-level data
	Vendor privacy and data use terms reviewed; organization-managed account; no PHI; human review before use or distribution; training before access

	Tier 3 (Low)
	Uses only public or non-sensitive information for internal, informational purposes
	Brainstorming, general research questions, rewording non-sensitive text
	Approved tool or account type; no PHI or Section 5.3 information; model training on inputs turned off where the tool allows; policy acknowledgment


7. Acceptable and Prohibited Uses
7.1 Acceptable use. Covered Persons may use AI for work when the use case is on the Register, the data involved matches the tier the use case is approved for, the Covered Person has completed required training, and the output is reviewed as required by this policy.
7.2 Prohibited use. The following are prohibited:
· Entering PHI or Section 5.3 information into any tool or account not approved for it.
· Using AI to take clinical action without clinician review and signature.
· Using AI to impersonate a clinician, staff member, patient, or [Organization] official.
· Using AI to create or spread false information about patients, staff, or [Organization].
· Using AI to make or finalize employment decisions without human review by the responsible manager and HR.
· Recording any meeting or patient encounter with an AI tool without the notice required by this policy and applicable law.
· Bypassing, disabling, or working around technical controls that restrict AI tools.
· Using [Organization] AI tools for personal, non-work purposes.
8. Requesting and Approving a New AI Use Case
8.1 Request. Any Covered Person may request a new AI use case by submitting a request to the Policy Owner describing the purpose, the users, the data involved, the vendor, and the expected benefit.
8.2 Review. The Policy Owner assigns a proposed tier. For Tier 1 use cases, the Technical and Security Lead and Privacy Officer complete the risk assessment in Appendix D and the vendor questions in Appendix E, and the Clinical Lead or Revenue Cycle Lead reviews the workflow. For Tier 2 use cases, the Technical and Security Lead reviews vendor data use terms.
8.3 Decision. Tier 1 use cases require written approval from [the Executive Sponsor, Clinical Lead or Revenue Cycle Lead as applicable, Technical and Security Lead, and Privacy Officer]. Tier 2 and Tier 3 use cases require written approval from [the Policy Owner and Technical and Security Lead].
8.4 Register. Approved use cases are added to the AI Use Register with their tier, owner, BAA status, approval date, and next review date. Denied requests and the reasons are documented.
8.5 Pilots. A time-limited pilot is a use case and requires approval under this section. Pilot approval will state the pilot's duration, participants, and success measures.
9. Changes to Existing AI Tools
9.1 Re-review triggers. An approved use case must be re-reviewed under Section 8 before continued use when any of the following occurs:
· The vendor adds a new AI capability, including through a routine software update or release package.
· The use case expands to new departments, settings, patient populations, or data types.
· The level of automation increases, for example from drafting text to drafting orders or submitting information.
· The vendor changes its data use, retention, hosting, or subcontractor terms.
· A significant incident, error pattern, or complaint involves the use case.
· A change in law or regulation affects the use case.
9.2 Vendor release review. The Technical and Security Lead will review EHR and major vendor release notes for new or changed AI capabilities and will ask vendors, in writing, how new AI capabilities are enabled. New AI capabilities will not be enabled for [Organization] users until approved.
10. Human Review and Clinical Accountability
10.1 Clinicians using AI in patient care must be able to perform the underlying task without AI and must apply independent clinical judgment to all AI output.
10.2 AI-drafted clinical documentation must be reviewed, edited as needed, and signed by the responsible clinician before it becomes part of the legal medical record. The signing clinician is accountable for its content.
10.3 AI-drafted orders, referrals, and prescriptions are not active until reviewed and signed by an authorized clinician.
10.4 AI-suggested codes and charges must be reviewed by the responsible clinician or a qualified coder before submission.
10.5 Supervising physicians and preceptors are accountable for AI-assisted work performed by students and trainees under their supervision.
11. Patient Transparency
11.1 When an ambient or recording-based AI tool is used during a patient encounter, the clinician or designee will tell the patient at the start of the encounter, using an approved script from Appendix C. If the patient declines, the tool will not be used for that encounter, the declination will be documented in the EHR, and the patient's care will not be affected by the decision.
11.2 [Organization] will meet any additional disclosure requirements under the law of the state(s) in which it operates. Applicable state requirements are listed in Appendix F.
11.3 Patients may request a plain-language explanation of how AI was used in their care. Requests will be routed to [role].
12. Vendor Requirements
12.1 Before any PHI is shared with an AI vendor, an executed BAA covering the AI capability must be in place, consistent with 45 CFR 164.308(b), 164.314(a), and 164.504(e). For AI capabilities embedded in an existing system, the Privacy Officer will confirm in writing whether the existing BAA covers the AI capability or whether additional terms apply.
12.2 Contracts or BAAs for Tier 1 AI use cases will, to the extent [Organization] can negotiate them, include:
· A prohibition on using [Organization] data to train, fine-tune, or improve AI models without prior written permission.
· Disclosure of subcontractors that process [Organization] data, including any company hosting the underlying AI model, and notice before changes.
· Security incident notification within [a defined number of days], and breach notification without unreasonable delay and within [a defined number of days, shorter than the 60-calendar-day outer limit in 45 CFR 164.410(b)].
· Access to activity and audit logs sufficient to support investigation and information system activity review.
· Data storage location, and retention and deletion terms for audio, transcripts, prompts, and outputs.
· Return or destruction of [Organization] data at contract end if feasible, and where return or destruction is not feasible, extension of the contract's protections to the retained data and limits on its further use, consistent with 45 CFR 164.504(e)(2)(ii)(J).
· Advance notice of material changes to the AI capability, its data handling, or its performance.
12.3 Where a vendor will not agree to a requirement above, the gap and the decision to accept or reject it will be documented in the risk assessment.
13. Security and Technical Controls
13.1 Approved AI tools will use organization-managed identities, with multifactor authentication for Tier 1 tools.
13.2 Mobile devices used to run Tier 1 AI applications must be enrolled in [Organization]'s device management platform, or the application must be protected with app-level protection policies approved by the Technical and Security Lead.
13.3 The Technical and Security Lead will use available technical controls (for example DNS or web filtering, firewall application control, endpoint controls, or cloud app security tools) to discover AI use and to block or warn on unapproved AI services from [Organization]-managed devices and networks.
13.4 AI tool activity logs will be retained for [period] and reviewed as part of [Organization]'s information system activity review procedures under 45 CFR 164.308(a)(1)(ii)(D).
13.5 Each Tier 1 use case will have a documented downtime procedure so that clinical and business work can continue if the AI tool, the vendor service, or the internet connection is unavailable.
14. Training and Acknowledgment
14.1 All Covered Persons will complete AI awareness training and sign the acknowledgment in Appendix G before using any approved AI tool, and within [30] days of this policy's effective date.
14.2 Training will cover, at minimum: what AI is and how it can be wrong, the PHI rule and Section 5.3, which tools are approved, human review requirements, and how to report a problem.
14.3 Users of Tier 1 tools will also complete tool-specific training before access is granted.
14.4 Refresher training is required when a new Tier 1 use case is approved, when this policy changes materially, or after a significant AI-related incident.
15. Reporting Problems and Incidents
15.1 Covered Persons must report the following promptly:
	Event
	Report to
	Timeframe

	PHI or Section 5.3 information entered into an unapproved tool or personal account
	Privacy Officer and IT
	Immediately, and no later than [24 hours] after discovery

	AI output that contributed, or could have contributed, to patient harm
	Supervisor and [occurrence reporting system]
	Immediately

	Suspected security incident involving an AI tool
	IT
	Immediately

	AI output that appears inaccurate, biased, or unsafe in a recurring way
	Tool owner listed on the Register
	Within [5] business days

	Suspected violation of this policy
	Supervisor, Policy Owner, or [compliance hotline]
	Promptly


15.2 The Privacy Officer will evaluate PHI-related reports under [Organization]'s breach risk assessment procedure. The Technical and Security Lead will handle security incidents under [Organization]'s incident response procedure, consistent with 45 CFR 164.308(a)(6).
15.3 [Organization] encourages early, honest reporting. A Covered Person who promptly self-reports an accidental violation will have that cooperation considered in any corrective action. Retaliation against anyone who reports in good faith is prohibited.
15.4 The AI review group will review AI-related reports at each meeting and communicate resulting changes back to staff.
16. Enforcement
Violations of this policy may result in corrective action consistent with [Organization]'s sanction policy, including retraining, suspension of AI tool access, written warning, termination of employment or contract, or referral to medical staff processes for members of the medical staff. Sanctions will be applied consistent with 45 CFR 164.308(a)(1)(ii)(C) and 164.530(e).
17. Nondiscrimination
For AI capabilities that support clinical decision-making, [Organization] will make reasonable efforts to identify whether the tool uses race, color, national origin, sex, age, or disability as input variables, and will make reasonable efforts to mitigate the risk of discrimination from its use, consistent with 45 CFR 92.210. Findings are documented in the risk assessment (Appendix D, Section 7).
18. Documentation and Policy Review
18.1 This policy, the AI Use Register, risk assessments, approval decisions, and training records will be retained for at least six years from the date of creation or the date last in effect, whichever is later, consistent with 45 CFR 164.316(b)(2)(i), or longer if required by state law or [Organization] policy.
18.2 This policy will be reviewed at least annually, and sooner when a trigger in Section 9.1 affects the policy as a whole.
18.3 The Policy Owner may update Appendices A, B, C, E, and F without full policy re-approval, and will report those changes to the AI review group at its next meeting.

Appendix A: AI Use Register
No use case may be used unless it appears here. One row per use case, not per product.
	Use case
	Product and vendor
	Department / setting
	Tier
	PHI approved?
	BAA reference
	Owner
	Approved
	Next review

	[e.g., Ambient note drafting]
	[Product / vendor]
	[Outpatient clinic]
	1
	Yes
	[BAA ref / date]
	[Clinical Lead]
	[Date]
	[Date]

	[e.g., AI order drafting]
	[Product / vendor]
	[Not approved; pending medical staff review]
	1
	Pending
	[Ref]
	[Clinical Lead]
	[Pending]
	[Date]

	[e.g., Drafting policies and job descriptions]
	[Product / vendor]
	[Administration]
	2
	No
	[DPA or terms ref]
	[Policy Owner]
	[Date]
	[Date]





Appendix B: Governance Contacts
	Role
	Name
	Phone / email
	Backup name
	Backup phone / email

	Policy Owner
	
	
	
	

	Executive Sponsor
	
	
	
	

	Clinical Lead
	
	
	
	

	Nursing Lead
	
	
	
	

	Technical and Security Lead
	
	
	
	

	Privacy Officer
	
	
	
	

	Revenue Cycle Lead
	
	
	
	

	Training Lead
	
	
	
	


Appendix C: Patient Disclosure Scripts
Write a script for each approved ambient or recording-based tool. Keep it short and plain. Confirm it meets your state's requirements.
Sample ambient documentation script:
"Before we start, I want you to know I use a computer tool that listens to our visit and writes a first draft of my notes, so I can pay attention to you instead of my keyboard. I read and correct everything before it goes into your record. If you would rather I not use it today, just say so. It will not change your care."
EHR declination note: "Patient declined AI-assisted documentation for this encounter. Visit documented without AI assistance."
	Tool / use case
	Script approved by
	Approval date

	[Tool]
	[Clinical Lead]
	[Date]


Appendix D: AI Use Case Risk Assessment Worksheet
Complete one worksheet per Tier 1 use case. This worksheet supplements, and should be referenced in, your HIPAA security risk analysis under 45 CFR 164.308(a)(1)(ii)(A). A vendor's own security documentation is an input to this assessment, not a substitute for it.
Use case: [e.g., EHR ambient note drafting, outpatient clinic] Product and vendor: [ ] Requested by / owner: [ ] Assessment date / completed by: [ ]
1. Purpose and capability
· What problem does this solve, and for whom?
· Exactly what does the AI do? (Drafts text / drafts orders / suggests codes / sends messages / predicts risk / other)
· Does it only produce drafts for a person, or can it take or queue actions?
· Is this capability separate from other AI capabilities in the same product? List any other capabilities that are NOT being approved.
2. Data flow
· What data does it access or capture? (Audio, video, chart data, demographics, images, other)
· Where is data captured? (Personal phone app, managed phone, workstation, room device)
· Where is data processed and stored? (Vendor cloud, region, any subcontractor hosting the AI model)
· How long are audio, transcripts, prompts, and outputs retained, and can [Organization] set retention?
· Is any [Organization] data used to train or improve models? Where is that stated in writing?
3. Contracts
· Which BAA or agreement covers this capability? Reference and date:
· Subcontractors disclosed? Y / N
· Incident notification terms:
· Data return and deletion terms:
4. Access and identity
· Enabled per user, per department, or organization-wide?
· Uses organization identity (SSO) with multifactor authentication? Y / N
· Who can enable or disable it, and can IT see who has it?
5. Logging and monitoring
· What activity logs exist? (User, patient, timestamp, action)
· Can [Organization] access logs directly? Retention period?
· How will accuracy and problems be monitored after go-live, and by whom?
6. Human review and workflow
· Where is the required human review step, and does the system enforce it?
· What happens to unsigned drafts or unreviewed output?
· What is the downtime procedure if the tool, vendor, or internet connection is unavailable?
7. Patients and fairness
· Is patient disclosure required? Script in Appendix C? Declination documented where?
· For clinical decision support: does the tool use race, color, national origin, sex, age, or disability as inputs? What testing or performance information did the vendor provide, including for rural populations? (45 CFR 92.210)
8. State law
· Does any law in Appendix F apply to this use case? How is it met?
9. Risk rating
Rate each identified risk. Likelihood: 1 (Rare) to 3 (Likely). Impact: 1 (Minor) to 3 (Severe). Score = Likelihood x Impact. Scores of 6 or 9 require a mitigation before approval.
	Risk
	Likelihood (1-3)
	Impact (1-3)
	Score
	Mitigation
	Owner
	Residual score

	[e.g., Inaccurate content signed into chart without review]
	
	
	
	[e.g., Training; audit sample of 10 notes per provider per month for 90 days]
	
	

	[e.g., Audio retained longer than necessary]
	
	
	
	[e.g., Contractual retention limit; confirm vendor setting]
	
	

	[e.g., Phone running app is lost]
	
	
	
	[e.g., Device management or app protection policy; remote wipe]
	
	

	[e.g., Service outage during clinic hours]
	
	
	
	[e.g., Documented manual fallback]
	
	

	[ ]
	
	
	
	
	
	


10. Decision
· [ ] Approved as described
· [ ] Approved with conditions: [ ]
· [ ] Pilot approved: duration [ ], participants [ ], success measures [ ]
· [ ] Not approved. Reason: [ ]
	Role
	Name
	Signature
	Date

	Clinical Lead or Revenue Cycle Lead
	
	
	

	Technical and Security Lead
	
	
	

	Privacy Officer
	
	
	

	Executive Sponsor
	
	
	


Next review date: [No more than 12 months, or sooner on any Section 9.1 trigger]
Appendix E: Vendor Questions for AI Capabilities
Send these in writing. Keep the answers with the risk assessment.
1. Which agreement governs this AI capability: our existing BAA, a new BAA, or separate terms?
2. Which subcontractors process our data for this capability, including any company hosting the underlying AI model?
3. Where is our data processed and stored, and in which country or countries?
4. What is retained (audio, transcripts, prompts, outputs), for how long, and can we shorten it?
5. Is any of our data used to train, fine-tune, or improve models, for us or for other customers? Where is that stated contractually?
6. How are new AI capabilities released to our organization: opt-in by us, enabled per user, or enabled by default?
7. What activity logs are available to us, and how do we access them without a support ticket?
8. What validation or performance testing information can you provide, including results for rural or small-hospital populations?
9. Does this capability use race, color, national origin, sex, age, or disability as inputs?
10. What is the incident notification timeline for security incidents and for AI errors or malfunctions?
11. What happens to our data if we stop using the capability or end the contract? Will you return or destroy it, and if either is not feasible, how will it remain protected?
12. What happens during a service outage, and what is your uptime commitment for this capability?
Appendix F: Regulatory References
The Policy Owner updates this appendix as laws change. Add your state's requirements. State AI law is changing quickly; confirm current status with counsel or your state hospital association before relying on any entry.
Federal
· HIPAA Security Rule, 45 CFR Part 164, Subpart C, including 164.308 (administrative safeguards), 164.312 (technical safeguards), 164.314 (business associate contracts), and 164.316 (documentation).
· HIPAA Privacy Rule, 45 CFR Part 164, Subpart E, including 164.502(b) (minimum necessary), 164.504(e) (business associate contracts), 164.514(b) (de-identification), and 164.530 (administrative requirements).
· HIPAA Breach Notification Rule, 45 CFR Part 164, Subpart D.
· Section 1557 nondiscrimination in patient care decision support tools, 45 CFR 92.210.
· Medicare Conditions of Participation for hospitals (42 CFR Part 482) or Critical Access Hospitals (42 CFR Part 485, Subpart F), as applicable.
State
	State law
	Requirement
	Applies to
	Effective date
	Last verified

	[ ]
	[ ]
	[ ]
	[ ]
	[ ]


Internal policy cross-references
	Policy
	Number

	HIPAA Security Policy / Risk Analysis
	[ ]

	Privacy Policy
	[ ]

	Sanction Policy
	[ ]

	Breach Notification Procedure
	[ ]

	Incident Response Plan
	[ ]

	Downtime Procedures
	[ ]

	Mobile Device Policy
	[ ]

	Records Retention Policy
	[ ]

	Vendor / Contract Management Policy
	[ ]


Appendix G: Staff Acknowledgment
I have received, read, and understand [Organization]'s Artificial Intelligence Use Policy. I understand that:
· I may use only AI tools and use cases listed on the AI Use Register, for the purposes and data types approved.
· I may not enter PHI or other confidential information into any AI tool or personal AI account that is not approved for it.
· AI output is a draft, and I am responsible for anything I sign, send, file, or act on.
· I must report mistakes, including accidentally entering PHI into the wrong tool, promptly and honestly.
· Violations may result in corrective action.
	Name
	Title / department
	Signature
	Date

	
	
	
	



Record of Revisions
	Version
	Date
	Summary of changes
	Approved by

	1.0
	[Date]
	Initial policy
	[ ]



This template is provided by Health Tech Authority for informational purposes only and does not constitute legal or compliance advice. Covered entities and business associates should consult qualified legal counsel or compliance professionals before making decisions pertaining to HIPAA or IT infrastructure.
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